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Guide to using Omnissa Horizon
with multi-factor authentication

What to know before using the virtual desktop with Omnissa Horizon:

e You will only need to authenticate with Duo only if you are working off-
campus. This is the only change to the service, all other processes are the
same!

e Be sure you are already registered and have installed Duo Security for multi-
factor authentication.

For better performance, it is recommended that you use the desktop Omnissa
Horizon Client. Please, pick the latest available version for your operating system
when downloading the desktop client. The Omnissa Horizon Web Client can be
used as an alternative if needed.

VMware Horizon

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better performance
and features
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Install VMware VMware Horizon
Horizon Client HTML Access

2.B. After downloading the latest available version for your operating system,
users will see a prompt to enter a server name. Please enter
‘remote.ucdenver.edu” as the server and proceed to step 3.

Omnissa Horizon Client

@ Horizon

Enter the name of the Connection Server.
Always connect at launch

Cancel


https://www1.ucdenver.edu/offices/office-of-information-technology/software/how-do-i-use/vpn-and-remote-access/getting-started-with-multi-factor-authentication

3. Open your preferred client and enter your university username where it says
“‘username”. Enter your university password where it says “password”. Click
Login.
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VMware Horizon

Enter your UNIVERSITY username and password

Enter university username }~\

username

Enter university password ‘\
. PassSWora

Login

Cancel

4. You will then be asked to authenticate with Duo. In the “Next Code” box, enter the
authentication option you choose: 1 - Duo Push (recommended), 2 - phone call (to
your registered smart phone) or 3 - SMS code sent to your phone. Authenticate on
your phone to proceed.
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VMware Horizon

Duo two-factor login for 6001938951 Enter a pass
code or select one of the following options: 1. Du
0 Push to XXX-XXX-6481 2. Phone call to XXX-X
XX-6481 3. SMS passcodes o XXX-XXX-8481 P
asscode or option (1-3)

1 Continue

Cancel
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5. After completing your authentication method, you can begin your session.

Continued...

Still have questions? Contact the CU Denver | Anschutz Medical Campus OIT Service Desk: call 303.724.4357 (4-HELP

from a campus phone), chat at or open a ticket at



https://oitsupport.ucdenver.edu/
http://4help.oit.ucdenver.edu/

6. When you are done, you can select either the:
e Windows log off option or
e Disconnect from the desktop client using the gray tab on the left-hand side
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Log Off Desktop

Are you sure you want to log off from VDILab-AMC?
Warmng: you mBy ks UnaEved work

Still have questions? Contact the CU Denver | Anschutz Medical Campus OIT Service Desk: call 303.724.4357 (4-HELP

from a campus phone), chat at or open a ticket at



https://oitsupport.ucdenver.edu/
http://4help.oit.ucdenver.edu/

